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In recent years, Cyberattacks have emerged as one of the most significant threats facing organizations of all sizes. The Internet and other 

network operations have created risks that were unheard of less than a decade ago. When Cyberattacks (such as data breaches and hacks) 

occur, they can result in devastating damage, such as business disruptions, revenue loss, legal fees, and forensic analysis and customer or 

employee notifications. 

It is important to remember that no organization is immune to the impact of Cybercrime. As a result, any business should be proactive to 

protect its data assets by assessing its security controls. 

INSTRUCATIONS: begin by answering the questions below. Each response will be given a numerical 

value depending on the answer: 

- YES: 5 points 

- UNSURE: 5 points 

- NO: 0 points 

After completing all of the questions, total your score to determine your company’s level of Cyber-risk 

exposure using the scale below. 

 

EXPOSURE YES NO UNSURE SCORE 

1. Have you neglected to do a risk assessment in the 
past 12 months? This includes procedures and 
policies. 

    

2. Have you failed to install a Firewall in the main office 
or remote location? 

    

3. Have you failed to connect main office and remote 
location using a VPN? 

    

4. Do you have a WiFi network for employees to access 
internal network? 

    

5. Do you have a WiFi network for guest to access 
internal network and browse the internet? 

    

6. Do you allow employees or vendors to remotely 
access company information? 

    

7. Do you allow the use of USB drives to be connected 
to your computers? 

    

8. Do you use cloud services like email and storage?     

9. Are any employees have an administrative access to 
management interfaces? 

    

10. Do you store sensitive information such as financial 
reports, trade secrets, IP, customer lists, accounting 
and product designs? 

    

11. Do you store personal identifiable Information (PII) of 
employees and/or customers? This can include 
government-issued ID numbers and financial records. 

    

12. Do you do business with the European Union EU? 
This can be physically or online. 
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13. Is your company part of a supply chain, or do you 
have supply chain partners? 

    

14. Have you ever failed to enforce “Information 
Technology Access Control and Use Policy” regulating 
the use of company’s technology by its employees 
and vendors? 

    

15. Have you ever failed to enforce “bring your own 
device” (BYOD) policy that regulates the use of 
personal devices for business use and company 
network?  

    

16. Have you ever failed to enforce a passwords policy, 
were employees are required to change passwords 
on set schedule? 

    

17. Have you ever failed to conduct security awareness 
training to employees and vendors? 

    

18. Can you discover known and unknown threats on 
company network, computers, cloud and servers? 

    

19. Can employees dispose unused computer equipment 
such as hard drives? 

    

20. Can employees share the same user account to 
access information? 

    

21. Have you ever failed to backup data from 
workstations, laptops, servers and cloud application 
to a safe place? 

    

22. Can the general public access your offices without 
the use of an ID card? 

    

23. Would your company lose critical information in the 
event of a system failure or other network disaster? 

    

24. Can employees easily see what co-workers are doing 
on their computers? 

    

25. Has your IT department ever failed to install antivirus 
software or perform regular vulnerability checks? 

    

26. Does your company have critical operational systems 
connected to a public network? 

    

27. Have you ever failed to enable 2FA mechanism to 
critical systems or cloud? 

    

TOTAL SCORE 
 

 

 

ESCALTED RISK: 90-135 | HIGH RISK: 65-85 | MODERATE RISK: 50-60 | LOW RISK: 0-45 

 

NEXT STEP: Call us IMIDIATLY 646-755-3933 or Email: Cyber@2secure.biz 
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