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ABOUT THE DEMOGRAPHICS OF ATTACKS
It doesn’t really matter where you are – cyber criminals will find you, regardless of your countr y, your
industr y, or your network type. It’s fair to say that the most frequently targeted industries are those
associated with financial information, for obvious reasons, but any kind of data related to individuals
can be put to use by criminal minds bent on gaining some kind of advantage for themselves.
It would be a grave mistake to think that your company is immune from attack simply because it is not
a banking institution, or does not maintain information about credit cards and savings accounts. Any
data involving people’s identities can and will be used by cyber criminals, so unless you stay ever aler t
to the dangers, your company might easily become the newest statistic in the fight against network
intrusions.

DATA SECURIT Y UPDATE
1/1/2017
“Known intrusions
can be studied and
analyzed”

The types and patterns of data breaches which have
dominated network intrusions over the past couple
years have not recently undergone any drastic changesin methodology or approach. This represents
great news for network security personnel, because
it means that known intrusions can be studied and
analyzed,and networks can be made secure against
those par ticular intrusion types.

“Greater vigilance
than ever before is
now required, because the number
of attacks is ever
on the increase”

It does not mean however, that there is nothing new
happening in the world of cyber-crime, nor does it
mean that security officers can relax under the
impression that existing measures are sufficient to
safeguard vital data assets. On the contrar y, greater
vigilance than ever before is now required, because
the number of attacks is ever on the increase, and
any component newly added to your
network can conceivably be vulnerable to attack.

What’s Your Plan?

With all this in mind, here are the ten most current
general categories of security attack which require
constant vigilance on your par t. Paying close attention to these intrusion types just may prevent a data
catastrophe at your company.

THINK ABOUT IT
Security is more a people problem than it is a technical one. Many of the losses
you read about could be prevented if people understood how security works
and how data is compromised.
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DENIAL OF SERVICE ATTACKS
How it Works
These are attacks
intended to overwhelm and compromise the per formance of a network
or system.
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Denial of ser vice (DoS) attacks are intended to compromise or disable the availability of networks, and they are
characterized by over whelming attacks on networks or
applications, which result in either severe degradation or
a complete interruption of ser vice.
The sophistication of these attacks has increased
dramatically in the last couple years, and they are now
including temporal lensing.
This is a process which sends packets along various
paths with the intention of simultaneous arrival at a
targeted destination for the purpose of over whelming it
completely.
Typically, DoS attacks are either ver y large in terms of
magnitude, i.e. packets per second, or they have long
duration – both can be ver y effective at degrading or
disabling your network.

WHAT TO DO
Some of the best preventive measures you can adopt against denial of ser vice attacks are: closing
down all por ts on your network which are unused, blocking bad traffic through your IDS/IPS, using
firewalls to filter unwanted traffic, and having an effective emergency response plan ready in case all
else fails.disabling your network.

CRIME-WARE
How it Works
These are opportunistic crimes
involving some
type of malware for
the financial gain
of the attacker.
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The main culprits in this collection of data breaches are
ransomware, spyware, key-loggers, and backdoor
data expor ters.
Of these ransomware is the biggest problem, which is
not surprising since it has been proven to be extremely
effective for cyber criminals, in terms of realizing quick
profits paid by companies anxious for the release of data
assets.
Since few businesses can sur vive for long without access
to critical data, extor tion demands are often met rather
than pursuing more timeconsuming solutions.

WHAT TO DO
The types of malware in this categor y are generally successful because they exploit system vulnerabilities, either on the operating system itself or in resident applications. Your best bet for avoiding
these kinds of intrusions is to keep your system patched with current security controls, and to make
sure all your application patches are also up-to-date.
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PHYSICAL THEFT AND LOSS
How it Works
These incidents
involve either
misplacement or
outright theft of
company information resources.
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This categor y represents a surprisingly common breach
of data security, since the loss of a company laptop or
other mobile device can quickly be exploited if it should
fall into the wrong hands. The vast majority of cases
falling into this categor y are actually lost laptops rather
than stolen ones, although both situations provide the
same opportunities to cyber criminals.
Without a doubt, any data contained on the laptop is at
risk, because the only control preventing access is a
password, and any hacker wor th his salt won' t be
stymied long by passwords. Also included in this categor y are individual documents containing company data or
information which enables access to company assets.

WHAT TO DO
The best thing you can do for situations that fall into this categor y are to implement a company
policy of full disk encr yption on all mobile devices, and to develop an attitude which recognizes the
value and criticality of impor tant documents.

INSIDER MISUSE
How it Works
Employees maliciously or without
authorization use
company resources.
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This can be one of the most dangerous of all intrusion
patterns, because it is based on the premise that someone
on the inside is offering assistance to a criminal partner
conducting the attack, or is in fact conducting the attack
himself from inside the network.
The scar y thing about this scenario is that no matter how
carefully devised a security scheme is, it is rendered completely ineffective by someone who has knowledge of how to
breach it internally, or how to disable it at will for an attack.
Anyone who has network privileges pretty much has a free
pass to carr y out a cyber-attack on the company network.
This kind of assault is ver y often the most difficult to detect,
because it can be so well hidden by the perpetrator – unless
an investigator gets just plain lucky, this kind of attack can
go unnoticed literally for months or years. Even worse, such
attacks are almost impossible to stop, other than to ensure
that employees having network access privileges never
become disgruntled employees.

WHAT TO DO
Preventing dissatisfaction among employees can go a long way toward eliminating attitudes which
might lead to insider abuse of privileges. However, this isn’t really the most reliable means of
managing insider breaches – for that, only close and regular monitoring can ensure that employees
don’t provide the opening for intrusions.
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POINT-OF-SALE INTRUSIONS
How it Works
These are remote
attacks against
retail outlets where
credit and debit
cards are swiped
for payment of
goods, with POS
terminals and controllers being the
chief targets.
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Point-of-sale setups provide fruitful targets for cyber
criminals, because they often involve payment card data,
which are solid gold for cyber thieves.
The reason point-of-sale attacks are so easy to orchestrate by criminals are that POS ser vers are visible to the
entire Internet, POS has traditionally made use of a
default login, and by using these vulnerabilities,
malware can easily be installed to capture payment card
data right at the moment of processing.
Since the first waves of POS attacks several years ago,
some security measures have upped the ante by featuring increased credentialing to prevent the installation of
malware.
However, cyber attackers have countered this measure
by making concerted effor ts to steal the necessar y
credentials prior to conducting a planned POS attack.

WHAT TO DO
Since single authentication schemes are the single greatest weakness of POS setups, the best way to
prevent them is with a secondar y security method. Something like a Hardware token or a full-blown
mobile app can secure your POS ser vers against breaches.

WEB APPLICATION ATTACKS
How it Works
Incidents in which
a web application
is the focus of an
attack, either
exploiting code
weaknesses or
circumventing
authentication.

Company websites are more impor tant to businesses
than ever, funneling traffic inward to generate sales and
to promote company branding across the Internet.
Websites have grown much more sophisticated and
much more interactive, and this increased level of
complexity can be seen as increased vulnerability as
well, since there are lots more components requiring
protection.
The company website is literally a gateway to underlying
business logic and databases containing crucial information about the company and its customers, so it’s easy to
understand that web applications have become
prime targets for cyber criminals.
The yield from such attacks can be enormous – and
catastrophic for the company.
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WHAT TO DO
Simple passwords are not enough to secure your site against intrusions from cyber attackers. With
so many company assets at stake, it’s worth your while to invest in an application which does
nothing but manage security for your company website.
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C YBER ESPIONAGE
How it Works
Unauthorized
access is gained to
networks from
state affiliated
entities.
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This group is characterized by external threat actors
which manage to infiltrate targeted networks for the
purpose of finding sensitive company data and perhaps
trade secrets, which might be used for criminal advantage.
External threat actors are generally state -sponsored
groupings and organized cybercrime groups, and once
they've pilfered valuable trade secrets or other company
data, it's just a short step before this information reaches
the open market and returns a windfall to the perpetrators.
Most external threat actors star t out with simple
exploitation of company networks, and this means that
close attention should be paid to areas you might not
think of as being especially vulnerable. For instance,
protecting against email-based attacks is ver y impor tant,
and should include spam protection, block lists, and
phishing

WHAT TO DO
Securing endpoints can be done by conscientiously managing browser and plug-in updates, keeping
antivirus software current, and even installing a sophisticated endpoint threat detection and response
system. Additional network protection should include two-factor authentication, segmentation of the
network, and blockage of C2C communications.
Last but not least, there should always be internal monitoring of accounts and devices, daily logging
of system activity, and comprehensive network monitoring.

PAYMENT CARD SKIMMERS
How it Works
A skimming device
is illegally implanted on assets reading magnetic data
from payment
cards.
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There's probably no cybercrime easier to pull off than
payment card skimming, and since it happens also to be
one of the most profitable, it's not hard to see why this
remains a ver y popular categor y of cybercrime.
Nowadays, the vast majority of these crimes are related
to ATMs, with a few also occurring at gas pumps.
Payment card skimmers are generally constructed with
tremendous precision by their profit-minded makers,
and are nearly impossible to identify with the naked eye.
This makes the only reliable method of detection some
kind of sophisticated fraud algorithms, or common
point-ofpurchase (CPP) mechanisms.

WHAT TO DO
Many ATMs are built these days with tamper-resistant design, and these are the units you should be
using to prevent card skimming. Installing video cameras out of the reach of criminals will help to
prevent installation of a skimmer, and stickers over terminal doors can be another good deterrent.
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MISCELLANEOUS ERRORS
How it Works
Unintentional actions on the part of
employees compromise the security of
a network, or
system information.
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Human errors account for a significant number of data breaches, even though employees might constantly be reminded of
the importance of precision and caution when it comes to
working with company data and networks.
One of the most common unintentional errors in this grouping
is accidental publication of critical information to an unintended audience (for instance the whole Internet), where it can be
viewed and exploited.
Something as simple as mistyping a firewall rule can allow
unintended file ser ver access to a ver y large audience, rather
than the intended narrower grouping.
Also in this categor y are errors with the disposal of sensitive
documents – when care is not taken with such critical information, it can easily fall into the wrong hands, instead of the
shredder where it should have gone.
While it might seem trite to say, all employees in your company should learn from mistakes which have happened in the
past, and which employees at other companies have committed, some of which have been described above.

WHAT TO DO
It's wor th logging all such errors that happen at your company, and reminding employees in the
future that such trivial mistakes really can have huge consequences. This will help to create an
environment of security awareness throughout the company, and help prevent avoidable human
error.

HUMAN TARGET ATTACKS
How it Works
An email or other
socially engineered
message is sent to
a specific user with
the intention of
tricking them into
opening a malicious attachment.
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This is kind of a catch-all grouping which mostly includes
phishing attacks, but these are different from the garden-variety phishing attacks, in that they attempt to induce humans
into making judgment errors.
Most often the scenario runs something like this: an email from
an impor tant manager or CEO directs an employee to transfer
funds to a specific location for an apparently legitimate reason,
and urges that the action be carried out promptly.
This ruse may be included as par t of a larger communication,
but the whole point of it is to target a human individual into
making a security error, allowing the sender to profit enormously.
Since what’s targeted in this kind of attack is human judgment,
the kind of controls which might be implemented are limited
to helping employees avoid actions involving bad judgment.
This means encouraging employees to question anything that
seems out of the ordinar y in a communication, especially
something involving data or financial assets.

WHAT TO DO
When employees feel comfor table about questioning things out of the ordinar y, these kinds of
attacks can be minimized. Conversely, if such independent thinking is discouraged, it becomes more
likely that such attacks will find employees more willing to blindly carr y out instructions given in
bogus communications.
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IS YOUR DATA PROTEC TED?
Discover the one major mistake 90% of
the businesses I speak with are making.
According to The Wall Street Journal, Millennials
are notoriously promiscuous with data and devices. In 2015 they became the largest generation in
the workforce. Find out how to educate your
team on how to keep your company’s data safe.

The Real Need
The facts are clear. The CIO role is changing.
They ’re being asked to figure out how to make
their companies more profitable by leveraging
disruptive technology in the same way that
Amazon has done. The problem is, these new technologies completely change the rules of securing
data.
At the same time, CISOs are also changing. The
board needs someone who can sit between the
technology and the business and understand risk.
The ver y technical CISO is out; the risk adviser is
in.
Your company needs new technology – but it also
needs to secure the data.

New Technology
iPhones, tablets, and downloadable apps – they ’re
here to stay. Business is online and connected.
Your team needs this to compete – meanwhile,
hackers are gaining access to incredible amounts
of data. It may take 14 months to see it, according
to FBI reports.

Equipping Your Team

How will you equip your
team to secure their data,
while still leveraging new
technology? Discover…
• The trends that matter.
• The mindsets that are
changing and exposing data.
• The one major mistake most
are making.
• How to determine your true
risk.
• Who wants your data.
• How to build a culture that
uses leading technology with
security in mind.

Be Aware

User awareness – Education…is
fast becoming the most important aspect of data security. This
is not a technical problem. The
end-user is the new perimeter
and must be secure.

Incredible Opportunity

Give us a call and find out how
to keep
your assets safe …Secure Your
Data…
• Online training programs
• Live company sessions
• Executive briefings
• Up to date repor ts
• User awareness training

“OUNCE OF PREVENTION
IS WORTH A POUND OF CURE”
safeguarding your data TEL: 646-755-3933 | INFO@2SECURE.BIZ | WWW.2SECURE.BIZ

